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EXECUTIVE SUMMARY

Central Securities Depositories (CSDs) serve as the backbone of capital market infrastructure, ensuring the safekeeping
of securities, the efficient processing of trades, and the maintenance of investor confidence.

Across the Arab region, CSDs play a critical role in linking local capital markets with global investors, but they also
face a rapidly evolving operational landscape characterized by technological disruption, rising cybersecurity risks, and
increasing expectations for cross-border integration.

This research provides a comprehensive review of operational challenges, strategic considerations, global case studies,
and direct insights from a survey executed and compiled by the Arab Federation of Capital Markets (AFCM), covering
the major Arab CSDs, by providing a comprehensive assessment of where the major Arab CSDs stand today and what
strategic pathways lie ahead, while placing them within the broader context of international CSD development around the
globe, offering models for adaptation in Arab markets.

Key findings highlight several common themes:

* Technology Modernization Pressure: Many Arab CSDs still rely on legacy systems that limit automation, efficiency,
and integration. Transitioning toward API-driven, real-time systems represents both a challenge and an opportunity.

* Cross-Border Complexity: Fragmented operational standards across regional markets increase costs for investors
and hinder capital mobility. Harmonization remains a critical, yet underdeveloped priority.

* Cybersecurity Imperatives: As systemic nodes in financial markets, CSDs face cybersecurity threats. Building robust
defense and resilience mechanisms is no longer optional but a necessity.

* Revenue Model Evolution: Traditional revenue sources, such as settlement and safekeeping fees, are under pressure
from regulators and changing market dynamics. New models around data monetization, digital services, and fintech
integration are emerging globally, with relevance for Arab markets.

* Capability Development: Sustaining modernization requires skilled talent in both financial operations and advanced
technology, a capability gap that many Arab markets must address.

At the same time, the region has success stories worth noting.
Saudi Arabia has advanced settlement and clearing operations with global-standard infrastructure.

Egypt has announced plans to expand digital signatures, with revenue from fees collected upon using signatures the
growth crossing 400%, to illustrate how CSDs can identify market needs and develop services that create additional
revenue streams while serving broader market digitization objectives.

Cross-border initiatives like Tabadul, linking the UAE, Bahrain, and Oman with other Arab and Asian markets demonstrate
regional appetite for integration despite regulatory hurdles.

INTRODUCTION AND REGIONAL CONTEXT

Definition and Role of Central Securities Depositories

Central Securities Depositories (CSDs) are critical financial market infrastructures that provide the safekeeping, settlement,
and record-keeping functions that underpin securities markets.

By holding securities in dematerialized or immobilized form and facilitating the transfer of ownership through book-entry
systems, CSDs reduce operational risks, enhance market transparency, and improve overall efficiency. They serve as the
trusted neutral party in post-trade processes, ensuring that both issuers and investors can transact with confidence.

Beyond basic settlement and safekeeping, modern CSDs increasingly provide a broader set of services: corporate action
processing, collateral management, securities lending support, and data services.

Globally, leading CSDs such as Euroclear, Clearstream, and the Depository Trust & Clearing Corporation (DTCC) have
evolved into multi-service platforms supporting financial stability and capital market growth. This trajectory is highly
relevant to Arab CSDs as they consider their own modernization pathways.



Importance of CSDs in Financial Market Infrastructure

CSDs play a dual role: they safeguard financial stability while enabling capital markets to attract investment. For issuers,
they ensure that securities are securely issued, recorded, and transferred.

For investors, they provide confidence that ownership rights are accurately reflected and enforceable. For regulators,
they act as systemic anchors in the financial architecture.

The credibility of capital markets often rests on the efficiency and trustworthiness of its CSD.

A well-functioning CSD reduces counterparty risk, lowers settlement costs, and enhances market liquidity. Conversely,
weak or fragmented CSD infrastructure can deter foreign participation, increase operational costs, and expose markets
to systemic vulnerabilities.

In this sense, CSDs are not just operational entities, they are strategic enablers of capital market development.

The Arab Region Context: Regulatory and Market Environments

Arab CSDs operate within diverse regulatory frameworks and market structures, reflecting the heterogeneity of the
region’s economies.

Gulf markets such as Saudi Arabia, the UAE, and Qatar have made significant investments in modernizing their
infrastructures, aligning settlement cycles and adopting global standards. Other markets, including North Africa and the
Levant, are at varying stages of digital transformation, with some still dependent on legacy systems or paper-based
processes.

This diversity creates both challenges and opportunities.

On the one hand, fragmentation in operational standards complicates cross-border investment, limiting the region’s ability
to attract global capital at scale.

On the other hand, successful examples of modernization, such as Egypt’s digital service initiatives or Saudi Arabia’s
creation of an in-house central clearing house, demonstrate the potential for rapid transformation when regulatory and
institutional alignment is achieved.

Regulatory oversight also varies widely.

In some markets, CSDs function under the authority of capital market regulators or stock exchanges, while in others, they
operate as independent entities. This affects their governance, service scope, and flexibility in adopting new technologies.
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CURRENT OPERATIONAL CHALLENGES IN ARAB CSDS

Technology Infrastructure and Legacy Systems

Many Arab CSDs continue to rely on legacy platforms that were introduced during earlier stages of capital market
development.

While these systems have provided stability, they now present significant constraints. Settlement processing often
requires manual oversight, particularly during peak trading volumes, limiting the scope for straight-through processing
and increasing operational risks.

Integration with external stakeholders, such as banks, brokers, custodians, and regulators, commonly depends on
relatively outdated file-based transfers or batch processing.

These methods demand high maintenance and restrict real-time connectivity, which global investors increasingly expect.
As international markets transition toward API-driven ecosystems, Arab CSDs face mounting pressure to upgrade.

The challenge is compounded by resource limitations. Modernization projects require substantial capital investment,
specialized technical skills, and regulatory alignment, all of which are unevenly available across the region.

Settlement Processes and Automation Gaps

Operational efficiency is hindered by inconsistent settlement cycles across the region. Some markets operate on T+1,
while others continue with T+2 or T+3, creating friction for cross-border investors. In addition, settlement systems are not
uniformly automated. Manual reconciliations, particularly in markets with paper-based processes, increase both costs and
risks.

The lack of harmonized standards also complicates interactions with global custodians and institutional investors. For
example, some CSDs use ISO 15022, a messaging system widely used in securities’ transactions, while others use
proprietary formats, requiring intermediaries to maintain multiple parallel systems.

These inconsistencies discourage seamless cross-border portfolio management and limit the attractiveness of Arab
markets to foreign capital.

Cross-Border Operational Complexity

Cross-border transactions within the Arab region remain somehow inefficient due to fragmented operational standards
and regulatory frameworks.

Each CSD maintains its own procedures for settlement cycles, messaging standards, and compliance checks. For investors
seeking to allocate across multiple Arab markets, this translates into significant administrative and financial overhead.

Initiatives like Tabadul, which connects markets in the UAE, Bahrain, and Oman, show promise in reducing these barriers.
However, the broader region lacks a unified approach to interoperability.

By comparison, Europe’s TARGET2-Securities (T2S) platform demonstrates how harmonized settlement infrastructure
can reduce costs, enhance liquidity, and foster deeper integration. The absence of a similar mechanism in the Arab world
highlights the operational complexity facing both CSDs and investors.

Cybersecurity and Risk Management

The role of CSDs as systemic nodes makes them prime targets for cyberattacks.

Threats range from phishing and ransomware to sophisticated attempts at compromising settlement processes. The
impact of a successful breach could be catastrophic, disrupting capital markets and undermining investor confidence.

While most Arab CSDs have introduced cybersecurity measures such as multi-factor authentication and monitoring systems,
maturity levels vary significantly. Some institutions have robust, layered defense mechanisms aligned with international
standards, while others lack comprehensive incident response frameworks or rely on limited in-house expertise.

Furthermore, cybersecurity risks extend beyond technology. Human error, insufficient staff training, and gaps in business
continuity planning all remain significant vulnerabilities. A region-wide approach could help establish common baselines
and facilitate knowledge sharing.



Human Capital and Capability Gaps

CSDs operations require highly specialized expertise at the intersection of financial markets, regulatory compliance, and
advanced technology. In the Arab region, the talent pool with such combined skills remains limited. Many CSDs rely on
small teams with deep institutional knowledge, which makes them vulnerable to staff turnover and knowledge loss.

Emerging areas such as API development, data analytics, and cybersecurity engineering require new skill sets that are
not always available locally. Training programs, regional talent exchanges, and collaboration with universities or fintech
incubators could help bridge this gap, but current initiatives remain fragmented and underdeveloped.

STRATEGIC AND BUSINESS CONSIDERATIONS

Revenue Model Pressures and Evolution

The traditional CSD revenue model is built around settlement fees, safekeeping charges, and corporate action processing.
While these sources have historically provided stable income, several pressures are eroding their sustainability:

* Regulatory scrutiny: In many jurisdictions, regulators impose caps on CSD fees to protect market participants, reducing
flexibility to adjust prices.

* Technological costs: Modernization projects, particularly around API integration, cybersecurity, and data architecture,
require significant capital expenditure without immediate revenue returns.

* Market dynamics: As trading volumes fluctuate and competition intensifies, reliance on transaction-based revenues
exposes CSDs to volatility.

Globally, leading CSDs have responded by diversifying revenue streams. Euroclear and Clearstream, for example, have
expanded into collateral management, securities lending, and data monetization. DTCC in the U.S. generates significant
revenues from data and analytics services that leverage its unique role as a central market repository.

For Arab CSDs, such diversification represents both an opportunity and a challenge. Market demand in some jurisdictions
remains shallow, limiting the feasibility of advanced services.

However, digital services, such as electronic signatures (as seen in Egypt), e-voting platforms for shareholder meetings,
and fintech-integrated APIs, represent viable areas for incremental revenue growth.

Service Diversification Opportunities

Service diversification is central to the strategic evolution of Arab CSDs. Several pathways stand out:

* Digital identity and e-signature services: These services leverage the CSD’s position as a trusted intermediary to
authenticate transactions across the financial ecosystem.

* Data services: By providing anonymized market data, analytics, and investor behavior insights, CSDs can create new
revenue streams while supporting market transparency.

* APl-enabled services: APIs open new opportunities for seamless integration with brokers, custodians, and fintechs.
They can enable real-time data flows, automated corporate actions, and investor servicing, areas where demand is
growing rapidly.

* Value-added investor services: Tools such as proxy voting platforms, dividend tax reclaim facilitation, or ESG-related
reporting could be adapted from global best practices to Arab market needs.

These diversification efforts, however, require careful navigation of regulatory boundaries.

In many Arab markets, certain services (e.g., digital identity) fall under state control or require joint ventures with government
agencies. CSDs must therefore adopt a pragmatic, phased approach aligned with both market demand and regulatory
feasibility.

Building Operational Capabilities and Staff Development
Strategic expansion cannot succeed without the right talent base. Arab CSDs need to build capabilities in areas traditionally

outside their core expertise, including cybersecurity, cloud computing, data science, and API architecture.

Current practices often emphasize operational continuity over innovation, leaving staff underexposed to global best
practices. Structured training programs, partnerships with international CSDs, and secondment opportunities within
regional peers could accelerate skills development.
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Moreover, internal knowledge management systems should be strengthened to preserve institutional expertise amid
staff turnovers. A long-term strategic goal should be to cultivate a new generation of professionals who combine financial
market knowledge with digital fluency, an essential mix for future CSD leadership.

Regional Coordination and Standardization Opportunities

Fragmentation across Arab CSDs poses a barrier to efficiency, but it also creates an opportunity for regional standardization
initiatives. Harmonizing settlement cycles, adopting uniform messaging standards, and exploring shared technology
platforms could significantly reduce operational costs and attract international investors.

Global precedents underscore the benefits of coordination. Europe’s T2S platform demonstrates how common
infrastructure can streamline cross-border settlement.

In Asia, the ASEAN Capital Markets Forum is exploring similar regional interoperability.

In addition to technical harmonization, regional coordination can extend to shared cybersecurity frameworks, collective
talent development programs, and joint innovation initiatives. By pooling resources, Arab CSDs can overcome individual
capacity constraints while strengthening their global competitiveness.

GLOBAL CASE STUDIES

Euroclear and Clearstream: Global Benchmark Models

Euroclear (Belgium) and Clearstream (Luxembourg/Germany) represent the gold standard in CSD operations, serving as
International Central Securities Depositories (ICSDs) that handle both domestic and cross-border securities. Their scale,
advanced infrastructure, and broad service offerings provide critical benchmarks for Arab CSDs.

Key features include:

* Diversified service portfolios: Beyond safekeeping and settlement, they offer collateral management, securities
lending, triparty repo services, and advanced asset servicing.

* Data and analytics monetization: Both institutions leverage their central role to provide high-value data services to
investors and regulators.

* Global connectivity: Integration with over 50+ markets worldwide positions them as essential gateways for international
capital flows.

Learning point for Arab CSDs: While the scale of Euroclear and Clearstream may not be replicable in the short term,
Arab CSDs can adopt modular approaches, such as collateral management or APIl-based data services, to diversify
revenues and increase investor engagement.

India’s NSDL and CDSL: Digital Transformation and Dematerialization

India’s National Securities Depository Limited (NSDL) and Central Depository Services Limited (CDSL) illustrate
how emerging markets can leapfrog into digital-first models. Both institutions played a pivotal role in the complete
dematerialization of securities, eliminating paper-based processes in a market once plagued by inefficiency.

Key features include:

* End-to-end digitization: From account opening to corporate actions, processes are streamlined through electronic
workflows.

* Investor accessibility: Millions of retail investors interact seamlessly through online platforms, expanding market
participation.

* Cost efficiency: By reducing paper-based costs and manual interventions, India’s CSDs lowered transaction costs and
boosted efficiency.

Learning point for Arab CSDs: Some markets still reliant on paper-based workflows (e.g., physical share certificates
or manual corporate actions) can replicate India’s model to accelerate modernization and expand retail participation.
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South Africa’s Strate: Cybersecurity and Governance Lessons

Strate, South Africa’s CSD, is notable for its robust governance framework and cybersecurity resilience. Operating in an
environment with sophisticated financial markets but also elevated cyber risks, Strate has invested heavily in information
security.

Key features include:
* |SO 27001 certification and adherence to global cybersecurity standards.
¢ Strong governance structure, with clear regulatory oversight and stakeholder engagement.

* Resilience planning, including business continuity and disaster recovery frameworks that have been stress-tested in
real market disruptions.

Learning point for Arab CSDs: Given the region’s rising exposure to cyber threats, Strate’s proactive approach
offers a model for building resilience. Arab CSDs can adopt structured cybersecurity governance frameworks that
combine technology, process, and human training.

Latin America: CSD Consolidation and Regional Integration Efforts

Several Latin American markets have explored CSD consolidation and integration as a way to enhance efficiency and
attract foreign investment. For example:

* Chile, Colombia, and Peru’s MILA initiative (Mercado Integrado Latinoamericano) seeks to link capital markets and
harmonize post-trade processes across borders.

¢ Brazil’s B3 integrates trading, clearing, settlement, and CSD functions into a single entity, creating operational efficiency
and economies of scale.

Challenges remain; political, regulatory, and operational ones, but these initiatives show the benefits of
regional collaboration, particularly in markets with limited scale.

Learning point for Arab CSDs: Just as Latin American markets seek to overcome fragmentation, Arab CSDs could
benefit from greater regional integration, through shared platforms (like Tabadul) or broader initiatives-led
harmonization.

Key Takeaways for Arab CSDs

From these global experiences, several lessons emerge:

1. Diversification is essential: Relying solely on settlement and safekeeping fees is unsustainable. CSDs must expand
into data, collateral, and digital services.

2. Digitization reduces costs and expands access: India’s dematerialization demonstrates the efficiency gains possible
when paper is fully eliminated.

3. Cybersecurity cannot be optional: Strate’s framework illustrates the systemic importance of resilience planning.
4. Regional integration creates scale: Europe’s T2S and Latin America’s MILA highlight the benefits of harmonization.

5. Global connectivity enhances attractiveness: By aligning with international standards (ISO 20022 and real-time
integration), Arab CSDs can position themselves as more accessible to global investors.

REGIONAL CASE STUDIES

This section examines concrete examples of CSD development and innovation within the Arab region. Each sub-case
highlights the operational choices made, the strategic rationale, the benefits realized, and the lessons other CSDs can

apply.

Saudi Arabia: Infrastructure Modernization

Overview & Actions

Saudi Arabia has pursued an integrated approach to post-trade modernization, creating centralized clearing and improved
settlement mechanisms.

The establishment of entities and platforms such as Muqgassa (central counterparty, clearing arrangements and post-
trade architecture) and enhancements to the Capital Market Authority’s frameworks have driven standard adoption and
enabled better scale.

R



Operational outcomes

* Reduced settlement friction through alignment of operating rules and clearer settlement cycles.

* Improved market confidence for international investors due to clearer governance and infrastructure transparency.
* Scalable platform architecture permitting additional services (collateral management, repo support) to be layered on.
Strategic implications

¢ Clearregulatorydirection and capital allocation were critical enablers. Where authorities signaled support, infrastructure
investments became feasible and delivered quick wins (improved liquidity, attraction of foreign flows).

e Centralizing clearing functions introduced operational concentration risks but also generated efficiencies and product
expansion opportunities.

Lessons & Recommendations
1. Regulatory enablement matters: Prioritize stakeholder alignment with regulators early in any modernization program.

2. Design for modularity: Build platforms that permit incremental service rollout (e.g., start with T+ settlement automation,
add collateral services later).

3. Manage concentration risk: Couple centralization with strong governance, redundancy, and robust BCP/DR.

UAE, Bahrain, and Oman: Tabadul Initiative for Cross-Border Integration

Overview & Actions

Tabadul-type initiatives demonstrate a pragmatic, market-driven approach to cross-border connectivity: aligning
messaging formats, streamlining participant access, and enabling custodial relationships across borders. While full |
regional homogenization remains a long-term goal, pilot linkages reduce friction and provide a blueprint for broader
interoperability.

Operational outcomes

* Faster cross-market settlement for participants in linked markets.

* Lowered operational burden for intermediaries who need multiple bilateral setups.

* Shared learning across participating CSDs on operational standards and compliance frameworks.
Strategic implications

* Incremental, bilateral/multilateral linkages can create practical improvements faster than attempting wide-scale
harmonization.

* Linkages serve as testbeds for governance, dispute resolution, and harmonized KYC/AML practices.
Lessons & Recommendations

1. Start small, scale progressively: Start with small pilot projects between two CSDs to test and refine cross-border
processes before expanding to the whole region.

2. Agree on minimum standards: Define a minimal operational and regulatory baseline (messaging, cutoffs, fail
procedures) before linking.

3. Create joint incident playbooks: Ensure linked CSDs have shared incident response and reconciliation procedures.

Egypt: Misr for Central Clearing, Depository & Registry Digital Services
and Revenue Diversification

Overview & Actions

Misr for Central Clearing, Depository & Registry (MCDR) has pursued a strategy of leveraging trust and infrastructure to
offer digital services (notably electronic signatures and related e-services), diversifying revenue beyond core settlement
fees. The emphasis has been on service-market fit: identifying digital needs where the CSD’s credibility and technology
can add unique value.
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Operational outcomes

* New revenue streams from digital signature and related services, with strong growth reported where regulatory and
market needs align.

* Wider market digitization gains as participants adopt e-signature workflows for corporate actions and issuer services.
* Operational learning in scaling digital identity, authentication, and service delivery.
Strategic implications

¢ (CSDs can monetize trust: where regulation and market demand permit, CSDs are natural providers of certain digital
infrastructure services.

* However, jurisdictional constraints (e.g., state-controlled identity services) may limit the scope in some countries.
Lessons & Recommendations

1. Map services to unique trust assets: Focus on digital services leveraging the CSD’s legal/operational role (e.g.,
certified registries, trusted timestamping).

2. Pilot with targeted products: Validate market demand through pilots (e-signature for corporate actions, e-IPO
facilitation).

3. Coordinate with regulators: Secure regulatory clarity upfront for services that overlap with state ID or national trust
frameworks.

Cross-Cutting Observations from Regional Cases

* Regulatory alignment accelerates outcomes: Where regulators actively support modernization, results are faster and
more sustainable.

* Practical pilots beat theoretical harmonization: Incremental linkages and focused pilots (digital services, bilateral
settlement links) deliver demonstrable benefits and build trust.

* Trust + Technology = Opportunity: CSDs’ legal and operational centrality makes them natural providers of certain
digital services, but success depends on regulatory fit and market demand.

* Shared programs reduce duplication: Regional training, cybersecurity baselines, and shared technical frameworks
help smaller CSDs catch up while preserving local autonomy.



QUESTIONNAIRE ANALYSIS

Executed and compiled by the Arab Federation of Capital Markets (AFCM)

The questionnaire was designed to capture a wide spectrum of insights, ranging from day-to-day operational issues to
long-term strategic ambitions.

It covered themes such as technology infrastructure, cross-border complexity, cybersecurity readiness, APl integration,
and revenue model evolution.

Six CSDs participated in the survey: Misr for Central Clearing, Depository & Registry (Egypt), Muscat Clearing & Depository
(Oman), Kuwait Clearing House, Securities Depository Center Company “Edaa” (Saudi Arabia), Qatar Central Securities
Depository and Bahrain Clear.

Collectively, these institutions represent a diverse cross-section of the Arab region, encompassing large markets with
advanced infrastructures as well as smaller markets still in transition.

The survey results provide a unique window into how Arab CSDs perceive their current challenges, the investments
they are prioritizing, and the directions they envision for the coming years. While the responses highlight significant
commonalities, particularly around the desire for greater cross-border integration, they also reveal differences in
technological maturity, governance models, and strategic focus. These variations underscore the heterogeneity of the
region, while also pointing to opportunities for shared learning and collaboration.

The following subsections present the findings. Each theme is summarized in a comparative table and followed by
analytical commentary, linking individual responses to broader regional and global trends.

Top Operational Challenges

Institution Top Operational Challenges Reported Frequency of Disruptions

Legacy technology complications; integration

Egypt (MCDR) difficulties with other systems Rarely (once a year or less)
Oman (MCD) Ulpgfradlng systems and migrating to new Rarely (once a year or less)
platforms
. Multicurrency corporate actions; linking regional
Kuwait (KCC) markets Rarely (once a year or less)
(S;duad;)Arabla Manual processes requiring staff intervention Rarely (once a year or less)

Legacy system dependency; cross-border
Bahrain Clear settlement complexity; and shortage of skilled Rarely (once a year or less)
fintech/cybersecurity talent

The survey reveals that Arab CSDs generally maintain stable operations with very limited disruption to daily activities.
Most respondents reported that operational disruptions occur rarely, if ever, which reflects a degree of resilience within
existing frameworks.

However, stability comes at the cost of efficiency. Egypt, Saudi Arabia and Bahrain highlighted their reliance on legacy
technology and manual processes, both of which introduce bottlenecks that slow down operations and increase
operational risk.

Oman and Kuwait underscored the challenges that arise when dealing with cross-border operations, particularly those
linked to different time zones and multicurrency corporate actions.

These findings suggest that while systemic crises are rare, the day-to-day frictions caused by outdated systems and
fragmented processes remain a defining weakness in Arab CSDs.
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Technology Infrastructure and APl Exposure

Institution Current Technology State API Exposure

Egypt (MCDR) Mixed (IegaFy and modern systems), undergoing Private APls in development
transformation

Oman (MCD) Mixed (Iega.cy and modern systems), undergoing Private APIs
transformation

Kuwait (KCC) Fully modern, cloud-based systems Private APIs

Saudi Arabia Fully modern, cloud-based systems Public and Private APIs

(Edaa)

Qatar (QCSD) Mixed (legacy and modern systems) Private APIs

Bahrain Clear Mixed (legacy and modern systems) Private APIs

The technology landscape among Arab CSDs reflects uneven progress. Egypt and Oman operate within hybrid
infrastructures, combining modern upgrades with legacy systems that still require replacement. Qatar and Bahrain are in
a similar position, relying on mixed infrastructure with partial modernization.

In contrast, Kuwait and Saudi Arabia stand out as regional leaders with fully modernized, cloud-based systems that are
more aligned with international standards. Across all respondents, APl adoption is now a reality. Every institution reported
some level of APl exposure, although the scope varies. Most CSDs restrict their use to private APIs, facilitating secure
integration with selected stakeholders. Only Saudi Arabia has advanced to a stage where it offers both public and private
APIs, demonstrating a greater openness to market connectivity and fintech collaboration.

The survey confirms that the region is gradually moving toward an API-driven ecosystem, though unevenly and at different
levels of maturity.




API Development and Adoption

Alignment with

Standards Main Obstacles to API Development or
(ISO 20022, FIX, Adoption

RESTful)

Institution Services Supported by APIs

Absence of clear business requirements,
Egypt (MCDR) Account management FIX and RESTful business ownership and cost of
compliance

Account management, trade &

settlement instruction, market Ensuring consistent security checks during

Oman (MCD Yes
( ) data access, and regulatory API development
reporting
Account management, trade Integration with external legacy core
Kuwait (KCC) & settlement instruction, Yes system; lelted |nter.nal resources
market data access, regulatory and technical expertise to accelerate
reporting, and corporate actions. development
Account management, trade &
Saudi Arabia settlement instruction, corporate API Gateway is currently not available.
. . - Yes . .
(Edaa) actions and other: inquiries, There are plans to implement it
statements holding/transaction
Account management and Security and compliance risks; Resources
Qatar (QCSD) Y ge Yes Lty - 19K, Resou
regulatory reporting and scaling challenges
Account management; trade & .
settlement inst?uction' market High cost of system upgrades; regulatory
Bahrain Clear ’ Partially alignment delays; need for skilled

data access; corporate actions;

. developers
regulatory reporting

APIs are no longer optional for Arab CSDs. All surveyed institutions reported active API development, but the breadth of
services supported differs widely. Edaa in Saudi Arabia is the most advanced, offering both public and private APIs for a
range of services, and aligning them closely with ISO 20022, FIX and RESTful standards.

Kuwait is also progressing toward ISO compliance, focusing its APIs on settlement and reporting. Egypt, Oman, and Qatar,
however, remain at earlier stages, limiting API use to specific functions and facing significant integration challenges due
to legacy systems.

The obstacles to adoption reveal a recurring theme: legacy integration challenges, skill shortages, and resource
limitations. Harmonizing APIs with global standards is another hurdle, as different markets progress at different speeds,
creating inefficiencies for cross-border access.

These findings indicate that while APIs are recognized as a strategic necessity, their full potential in enabling interoperability,
real-time data sharing, and fintech collaboration has yet to be realized across much of the Arab region.

16 | SPECIAL REPORT
R



Cybersecurity Governance & Investment Focus

Institution

Cybersecurity
Readiness

Cybersecurity Leadership

Investment Focus

Egypt (MCDR)

Oman (MCD)

Kuwait (KCC)

Saudi Arabia
(Edaa)

Qatar (QCSD)

Bahrain Clear

CISO or equivalent Moderate
CISO or equivalent Advanced
CISO or equivalent Advanced
Shared responsibility

between IT and Risk Advanced
CISO an.d .s'hared Advanced
responsibility model

CISO or equivalent Moderate

Systems modernization, APl integration,
fintech cooperation

Talent and workforce training, systems
modernization, API integration,
cybersecurity

Talent and workforce training, Cybersecurity

Talent and workforce training, systems
modernization, API integration,
cybersecurity, market outreach

Talent and workforce training, systems
modernization, cybersecurity

Talent and workforce training; systems
modernization; API/fintech integration;
market outreach, cybersecurity

The survey responses indicate that cybersecurity has become a central area of focus for Arab CSDs, with most institutions
reporting advanced levels of readiness.

Oman, Kuwait, Saudi Arabia, and Qatar all classified their cybersecurity preparedness as advanced, suggesting that these
CSDs have already implemented robust frameworks and are investing in continuous improvement. Egypt and Bahrain,
by contrast, described their readiness as moderate, reflecting their ongoing reliance on legacy systems and the need for
further modernization. Leadership structures vary across the region.

Most CSDs have designated a ChiefInformation Security Officer (CISO) or an equivalentrole, institutionalizing cybersecurity
oversight. Qatar and Saudi Arabia, however, rely on shared responsibility models, either combining the CISO with other
governance layers or distributing responsibilities between IT and risk management.

Investment priorities reveal a consistent emphasis on talent and workforce training, with most institutions recognizing that
technology alone cannot address cyber threats without parallel investment in human skills and awareness.

Strategic Goals and Growth Areas

Institution

3-5 Year Strategic Goals

Growth Areas Identified

Egypt (MCDR)

Oman (MCD)

Kuwait (KCC)

Saudi Arabia
(Edaa)

Qatar (QCSD)

Bahrain Clear

Strengthen operational
technology transformation

resilience; complete

Enhance straight-through processing
introduce new services & products

(STP);

Achieve API standardization; improve regional
integration

Expand as a globally competitive depository;
strengthen global partnerships to support cross-
listings

Establish a cash central counterparty (CCP); build
robust infrastructure

Full I1ISO 20022 adoption; cross-border
integration with MENA CSDs; expansion into
tokenized asset settlement services

Cross-border access; expansion of retail market
participation

Post-trade analytics; cross-border access
Cross-border market access

Cross-border access; tokenized assets; collateral
Management services

Post-trade services; cross-border access; retail
market engagement

Post-trade  analytics; cross-border market

access; tokenized assets & DLT services



The strategic ambitions of Arab CSDs demonstrate both shared objectives and differentiated priorities. Cross-border
access emerges as the one consistent goal across all five institutions, underscoring a regional consensus that greater
connectivity is indispensable for growth. Yet each CSD also articulates a distinct national priority.

Egypt sees its future in combining operational resilience with expanding retail investor access. Oman, Qatar and Bahrain
are more focused on developing post-trade services and analytics, reflecting an ambition to build value-added offerings.

Kuwait emphasizes technical integration, particularly API standardization, as a foundation for regional cooperation.

Saudi Arabia is the most outward-looking, positioning itself as a globally competitive depository while exploring tokenized
assets and fintech partnerships along with key initiatives which includes enhancing Edaa Connect, launching Collateral
Management and Securities Borrowing & Lending platforms, and introducing an Omnibus Account Structure to improve
liquidity and efficiency

The divergence in priorities suggests that while the region shares a vision for integration, it will likely achieve this through
complementary specialization rather than uniform strategies.

Revenue Models and Future Services

Exploring

Institution Current Revenue Model New New Models/Services
Models?

Transaction fees; asset-based fees;

: o Yes Data monetization
membership subscriptions

Egypt (MCDR)

Transaction fees; membership

Srenl(ien) subscriptions

Yes Not specified

Transaction fees; asset-based
Kuwait (KCC) fees; data services; membership Yes Expanded data services
subscriptions

Saudi Arabia Transaction fees; asset-based fees; Yes Edaa Connect platform and fintech-driven
(Edaa) membership subscriptions services

Transaction fees; membership

Qatar (QCSD) subscriptions

Yes Not specified

Transaction-based fees; asset-based
Bahrain Clear fees; data services; membership/ Yes
subscription fees

Exploring retail investor engagement and
digital custody services

The survey confirms that all Arab CSDs are actively seeking to diversify their revenue bases. Today, their business
models remain dependent on traditional sources such as transaction fees, asset safekeeping charges, and membership
subscriptions.

However, the need for sustainability and modernization is pushing all institutions toward new directions. Data monetization
emerges as the most common strategy, particularly for Egypt and Kuwait, both of which plan to package and sell data
services to market participants.

Saudi Arabia once again stands out by moving beyond incremental services to develop platform-based innovations,
notably its “Edaa Connect” initiative, which integrates fintech-driven offerings. Oman and Qatar acknowledged the need
to diversify but did not specify concrete plans, which may reflect earlier stages of exploration.

This divergence highlights that while the appetite for new revenue models is universal, the depth of preparation and
execution varies considerably.
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Collaboration and Support Needs

Institution Fintech/Tech Partnerships Regional Support Desired

Egypt (MCDR) Informal cooperation Experience-sharing by other CSDs
Oman (MCD) Active partnerships Not specified

Kuwait (KCC) Informal cooperation Participation in joint working groups

Enhanced cross-border collaboration; regulatory

e Active partnerships harmonization; technology sharing and innovation
(Edaa) . . )

partnerships and access to international networks
Qatar (QCSD) No collaboration/partnership Access to regional and international best practices
Bahrain Clear ST ST s Regional harmonization of regulations; shared

cybersecurity intelligence; technical training programs

Patterns of collaboration and support needs are more uneven.

Oman, Bahrain and Saudi Arabia reported active partnerships with fintechs, signaling openness to innovation ecosystems.
Egypt and Kuwait described their engagement as informal, which suggests ad-hoc cooperation rather than
structured partnerships. Qatar admitted to having no active collaboration with technology providers.

When asked about regional support needs, most institutions emphasized the value of knowledge-sharing and joint
forums. Saudi Arabia went further by explicitly calling for enhanced cross-border collaboration, consistent with its
ambition to position itself as a regional hub. Qatar expressed the need for access to best practices, signaling a
willingness to learn from others as it modernizes.

Collaboration among Arab CSDs with fintechs is uneven, but there is a shared demand for regional knowledge-sharing
and cross-border cooperation.

Key Survey Findings

The modernization of Arab CSDs is both a necessity and an opportunity. The survey results underscore a paradox: while
day-to-day operations remain resilient and disruptions are rare, underlying inefficiencies continue to constrain growth
and investor confidence.

Legacy technologies and manual processes weigh heavily on efficiency, and fragmented standards across markets amplify
the complexity of cross-border activity. These operational realities highlight why modernization cannot be delayed.

Technology adoption is advancing, but unevenly. Kuwait and Saudi Arabia already benefit from modern, cloud-based
infrastructures, while Egypt, Oman, Qatar and Bahrain are still navigating hybrid environments. API exposure is now
universal across the sample, signaling a decisive shift toward real-time connectivity, yet only Saudi Arabia has reached
the maturity of offering public APIs. Cybersecurity has moved up on the agenda, with most CSDs establishing dedicated
leadership roles, though governance inconsistencies remain.

Perhaps the strongest common message is the shared strategic ambition for cross-border access. Every CSD surveyed
identified regional integration as a priority for the next three to five years, although the specific paths vary. Some see
growth in post-trade analytics, others in retail market expansion, and still others in tokenized assets. This diversity of
focus suggests that Arab CSDs are beginning to differentiate their roles, potentially leading to complementary rather
than competing specializations.

Revenue model evolution is underway, but still in its early stages. All CSDs recognize the unsustainability of relying
exclusively on transaction and safekeeping fees. Data monetization is emerging as the most practical first step, while
Saudi Arabia’s Edaa is already pioneering more advanced, platform-driven services. Collaboration with fintechs and
regional peers is uneven, with some CSDs leading in partnerships while others remain isolated. Nevertheless, all
recognize the value of regional forums, with repeated calls for knowledge sharing, joint working groups, and enhanced
cross-border cooperation.



The path forward requires balancing national priorities with collective regional ambitions. To remain competitive and
globally integrated, Arab CSDs must harmonize operational standards, invest in cybersecurity, and diversify their service
portfolios. But modernization is not just technical, it also requires investment in human capital, stronger governance, and
regional collaboration. As such, the future of Arab CSDs lies in transforming themselves from back-office utilities into
strategic enablers of regional capital market integration and sustainable economic growth.

PRACTICAL CONSIDERATIONS FOR ARAB CSDS

Technology Enhancement and Modernization Strategies

CSDs in the Arab region must balance the stability of existing platforms with the imperative to modernize. A phased
approach can mitigate risks while delivering tangible improvements:

* Core system assessment. Conduct regular gap analyses of settlement engines, messaging capabilities, and
reconciliation tools against global standards (e.g., ISO 20022, real-time processing).

* Cloud and modular adoption: For smaller markets, cloud-native solutions and modular platforms offer cost-effective
modernization paths, reducing upfront capital expenditure.

* Pilot before scaling: Launch pilot projects (e.g., digital corporate actions or proxy voting services) to test functionality
and market demand before scaling to full production.

* API-driven integration: Prioritize adoption of APIs to enhance interoperability with exchanges, custodians, and
regulators. APIs can gradually replace legacy file-based systems without requiring a “big bang” replacement.

Cybersecurity Risk Management Frameworks

Given their systemic role, CSDs must treat cybersecurity not as an IT issue but as an enterprise-wide priority. Practical
steps include:

* Baseline frameworks: Adopt international standards (e.g., ISO 27001, NIST) as a baseline, ensuring structured
governance and regular audits.

* Defense in depth: Implement layered security controls, multi-factor authentication, encryption, intrusion detection,
and secure APlIs.

* Incident response readiness: Develop and test response playbooks, ensuring staff know roles in a cyber event.
Tabletop simulations and red-team exercises should become regular practice.

* Regional collaboration: Arab CSDs can establish regional cyber information-sharing groups to exchange threat
intelligence and best practices.

Service Expansion in Line with Regulatory Constraints

Opportunities exist for Arab CSDs to broaden their services, but alignment with local laws is essential. Practical approaches
include:

* Digital services: Build on Egypt’s example by exploring e-signatures, e-voting, and digital IPO support where regulators
permit.

* Data monetization: Package anonymized market data, benchmark indicators, and analytics for issuers, regulators,
and investors.

* Corporate action innovation: Automate dividend distribution, rights issues, and proxy voting through digital workflows.

* Revenue diversification roadmap: Gradually expand services based on regulatory feasibility and market appetite,
starting with “low-resistance” products such as data services.

Talent Development and Knowledge Transfer

Human capital is a defining constraint. Arab CSDs must adopt structured workforce strategies:

* Specialized training: Partner with universities, fintech hubs, and international CSDs to develop programs in
cybersecurity, cloud systems, and post-trade operations.
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* Knowledge management: Implement systems to document and transfer institutional knowledge, reducing dependence
on a handful of experts.

* Regional mobility programs: Establish secondments between Arab CSDs to accelerate skills transfer and foster a
shared professional community.

* Leadership development: Establish a new generation of managers fluent in both capital market operations and
technology strategy.

Regional Forums and Collaborative Approaches

Regional collaboration is a cost-efficient way to overcome scale limitations. Practical initiatives include:
¢ Common standards: Drive ISO 20022 adoption, harmonized settlement cycles, and shared corporate action formats.
¢ Shared platforms: Explore regional utilities for KYC/AML compliance or cybersecurity monitoring to reduce duplication.

* Collective training: Pool resources to run joint capacity-building programs, reducing costs and raising the baseline
across markets.

* Policy convergence: Engage regulators in dialogue on enabling frameworks for digital services, revenue diversification,
and cross-border interoperability.

RECOMMENDATIONS

Short-Term Operational Priorities (1-2 years)

In the immediate term, Arab CSDs should focus on strengthening their operational resilience and closing the most urgent
capability gaps.

* Cybersecurity Baseline Implementation: Adopt minimum security standards (ISO 27001, NIST) across all CSDs in the
region. Run vulnerability assessments and staff training programs to reduce human error risks.

* Core System Diagnostics: Conduct comprehensive assessments of legacy platforms to identify pain points in
settlement processing, messaging compatibility, and integration.

e Standardization of Settlement Cycles: Move toward harmonization of settlement cycles in line with global practice,
reducing friction for cross-border investors.

* Pilot API Integrations: Launch small-scale pilots with brokers or custodians to test APl-based data sharing and
corporate action notifications.

* Knowledge Capture: Document critical workflows and processes to mitigate risks from staff turnover, ensuring
continuity in operations.

Medium-Term Technology and Service Development Plans (3-5 years)

In the medium term, Arab CSDs must expand capabilities and gradually introduce value-added services that support both
revenue diversification and investor engagement.

* API Ecosystem Expansion: Move from pilots to full-scale adoption of APIs across participants, regulators, and
custodians, creating real-time interoperability.

* Digital Service Rollout: Expand into e-signature, e-voting, and digital IPO platforms, leveraging the CSD’s trusted role
in financial infrastructure.

* Data Monetization Models: Develop structured offerings for anonymized data, benchmarks, and analytics to create
new recurring revenue streams.

¢ Talent Development Programs: Formalize training pipelines in cybersecurity, cloud systems, and data science.
Collaborate with regional universities and fintech incubators to build long-term talent supply.

* Regional Interoperability Pilots: Expand initiatives like Tabadul by adding more markets and testing joint service
models (e.g., cross-border corporate actions).



Long-Term Strategic Positioning for Regional and Global Integration
(5—10 years)
Looking ahead, Arab CSDs should aspire to align with global practices while advancing regional integration.

* Regional Settlement Utility: Explore the feasibility of a shared Arab settlement platform, similar to Europe’s T2S, to
reduce fragmentation and costs.

¢ Collaboration with Global CSDs: Build direct links with ICSDs such as Euroclear and Clearstream to facilitate
international investor access.

* Advanced Services: Position selected Arab CSDs as regional hubs for collateral management, securities lending, and
ESG-related investor reporting.

* Full Dematerialization: Ensure all Arab markets eliminate paper-based securities, completing the transition to digital-
only markets.

* Innovation Leadership: Create CSD-led fintech sandboxes to incubate solutions for automation, distributed ledger
technology (DLT), and Al-driven post-trade services.

Policy-Level Alignment with Regulators and Exchanges

No strategic roadmap can succeed without close alignment with regulators and exchanges. CSDs should engage in
structured policy dialogue to:

* Define enabling frameworks: Work with regulators to establish clear rules for new services such as e-signatures,
digital ID, and data commercialization.

* Harmonize compliance standards: Promote common KYC/AML requirements across Arab markets to facilitate
smoother cross-border flows.

* Encourage regulatory innovation: Advocate for regulatory sandboxes that allow CSDs to test emerging technologies
(e.g., blockchain-based settlement) without systemic risk.

* Synchronize with exchanges: Coordinate modernization programs with stock exchanges to ensure alignment between
trading and post-trade infrastructure.
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CONCLUSION

Central Securities Depositories in the Arab region are entering a decisive phase of transformation. While they have
provided reliable post-trade infrastructure for decades, the challenges of legacy systems, fragmented regional practices,
and rising cybersecurity threats are increasingly pressing. At the same time, global benchmarks and local innovations
show that Arab CSDs have the potential to evolve into modern, diversified institutions that can underpin more competitive
and integrated capital markets.

Several key themes emerge from this analysis:

* Technology modernization is unavoidable. Reliance on outdated settlement platforms and manual processes is
constraining efficiency and limiting investor confidence. Migration toward API-driven, real-time, and standards-based
systems is essential for global alignment.

* Cross-border fragmentation hinders growth. The diversity of standards and procedures across Arab markets raises
costs for investors and reduces the attractiveness of regional capital markets. Incremental initiatives such as Tabadul
offer useful pilots, but more ambitious integration efforts will be needed to achieve meaningful scale.

* Cybersecurity is a systemic priority. As nodes of systemic importance, CSDs must adopt enterprise-wide approaches
to cyber resilience, combining technical defenses, governance, and coordinated regional frameworks.

* Revenue models must evolve. Traditional dependence on settlement and safekeeping fees is under strain. Digital
services, data monetization, and value-added investor offerings represent the next frontier of revenue diversification.

* Human capital is a strategic enabler. Without skilled professionals who combine financial market knowledge with
digital fluency, modernization efforts will stall. Structured training, secondments, and regional knowledge-sharing
platforms are vital.

* Regional collaboration is a force multiplier. Arab CSDs can align operational practices, share cybersecurity
intelligence, and advocate for policy harmonization. Collective action can accelerate modernization while spreading
costs and risks.

The path forward for Arab CSDs is not uniform - each market faces distinct regulatory, economic, and institutional realities.
However, shared challenges create an opportunity for shared solutions. By adopting phased modernization strategies,
investing in new service lines, and deepening regional cooperation, Arab CSDs can position themselves as drivers of
capital market development rather than passive back-office utilities.

Ultimately, the modernization of Arab CSDs is not just a technical exercise; it is a strategic necessity for the competitiveness
of regional capital markets. Their ability to adapt will determine whether Arab markets can integrate more effectively with
global financial systems, attract sustainable investment, and provide the infrastructure needed for long-term economic
growth.
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ENDNOTES

1

10.

M.

12.

13.

. API stands for Application Programming Interface. It is a set of rules and tools that allow different software systems to

communicate with each other. Instead of two systems having to be built in the same way. An API creates a bridge so they can
share data or trigger actions seamlessly.

. TARGET2-Securities (T2S) is the pan-European settlement platform launched by the European Central Bank (ECB) in 2015. It

offers a simultaneous transaction of securities and money across the euro area by providing a single technical infrastructure
for settling securities transactions linked to a cash account connected with the central banks.

. Proxy voting platforms are digital systems that allow shareholders to cast votes in corporate decisions, such as electing board

members, approving mergers, or ratifying annual reports, without being physically present at shareholder meetings.

. International Central Securities Depositories (ICSDs) are specialized securities depositories that operate across borders,

providing global custody, settlement, and collateral management services to financial institutions active in international
markets. Unlike national or regional CSDs, which primarily focus on domestic securities, ICSDs are designed to handle cross-
border flows of securities and cash.

. Triparty repo services are a form of collateral management service offered by CSDs, ICSDs (like Euroclear and Clearstream),

or specialized custodians to make repurchase agreements (repos) more efficient and less risky. These services can open up
new revenue streams while deepening their role in collateralized markets.

. ISO 27001 certification refers to compliance with the ISO/IEC 27001 standard, which is the internationally recognized

framework for managing information security management systems (ISMS). It sets out policies, procedures, and controls that
organizations must implement to manage information security risks.

Mercado Integrado Latinoamericano (MILA) is a cross-border market integration initiative launched in 2011 by the stock
exchanges and CSDs of Chile, Colombia, and Peru, with Mexico joining later. It is often highlighted as a regional case study in
capital market integration, comparable in ambition, though smaller in scale, to Europe’s T2S.

. 1ISO 20022 is aglobal standard for financial messaging that defines how financial institutions exchange informationin a structured

and consistent way. It is used for payments, securities, trade, and other financial transactions, enabling interoperability, richer
data, and more efficient processing across banks and systems.

. BCP/DR stands for Business Continuity Planning (BCP) and Disaster Recovery (DR). They are closely related but serve

slightly different purposes in the resilience of financial market infrastructures like CSDs. BCP is the overall strategy and set of
procedures that an institution puts in place to ensure that critical operations can continue during and after a disruption. DR is
a subset of BCP that focuses specifically on the restoration of IT systems and data after a disruption.

Trusted timestamping is a process used to prove that a piece of digital data (like a document, file, or transaction record) existed
at a certain date and time and has not been altered since. It relies on a trusted third party (often called a Time Stamping
Authority, TSA) that issues a digital certificate linking the data with the exact time.

Straight-Through Processing (STP) is a system that allows financial transactions to be processed automatically from initiation to
settlement without manual intervention, reducing errors and processing time. It is widely used in payments, securities trading,
and back-office operations to increase efficiency and speed.

NIST stands for the National Institute of Standards and Technology, a U.S. federal agency that develops standards, guidelines,
and best practices for a wide range of industries, including cybersecurity, IT, manufacturing, and more. In the context of
cybersecurity and information security, NIST usually refers to their cybersecurity frameworks and guidelines.

Secondments refer to the temporary transfer of an employee from their regular position to work in a different role, team,
department, or even organization, usually for a fixed period. The purpose is often skills development, knowledge sharing, or
collaboration.
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